Thailand passes Computer Crime Act

by 

Stephen Frost, Bangkok International Associates

Background

In 2001, the Electronic Commerce Act came into force, to validate certain transactions made electronically and to validate the use of electronic signatures. 

In June 2007, the Computer Crime Act was passed. It came into effect in July 2007. The Act makes illegal certain activities regarding the use of computers, the internet, access to and storage of information electronically and the sale and distribution of computer programmes. In this article, we consider the main provisions of the Act.

Definitions The Act defines the following terms:

Computer system means a computer or set of computers linked by instructions, data, sets of data or other things causing it to perform data processing. 

Computer data means data, statements, instructions, sets of instructions, or any other thing contained in a computer system, which is in a state that can be processed by a computer, and includes electronic data as defined in the Electronic Commerce Act.

Computer traffic data  means data concerning computer based communications which show their source, origin, destination, route, time, date, quantity, duration, type of service or other matters relating to the communications of  that computer system.

Service provider means:

(1) a person who provides services to another person who may access the internet or other communications via a computer, regardless of whether this is in his own name or in the name of another, or for another’s benefit, or 

(2) a person who provides services concerning the storage of computer data for others.

Service user means a user who uses services provided by a service provide, either with or without service fee.

Official means a person appointed by the Minister to perform duties under the Act.

Minister means the Minister in charge of the execution of this Act (in this case, the Minister for Information and Communications Technology)

New criminal offences The Act specifies a large number of offences relating to computer and internet usage: 

1. Illegal access to computer system A person who illegally accesses a computer system for which a special access protection measure is available and such measure is not provided for him, shall be liable to imprisonment for six months or a fine not exceeding 10,000 Baht or both.

2. Unlawful disclosure of access code A person who knows the access protection measure specially designed for others, and unlawfully discloses such measure, such that it may cause loss to the other, shall be liable to imprisonment for one year or a fine not exceeding 20,000 Baht or both.

3. Unlawfully accessing data subject to an access code A person who accesses computer data subject to a special access protection measure and such measure is not provided for him, shall be liable to imprisonment not exceeding two years or a fine not exceeding 40,000 Baht or both.

4. Obtaining illegal access to data A person who illegally uses any electronic method to access another’s computer data in a computer system, and such computer data is not for public or general use, shall be liable to imprisonment for three years or a fine not exceeding 60,000 Baht or both.

5. Damage, destruction or modification of data A person who illegally damages, destroys, modifies, interferes, or adds all or part to another’s computer data, shall be liable to imprisonment for five years or a fine not exceeding 100,000 Baht or both.

6. Interference with another’s data A person who illegally causes another’s computer data to be suspended, delayed, obstructed, or disturbed, so it cannot work normally, shall be liable to imprisonment for five years or a fine not exceeding 100,000 Baht or both.

7. Concealing the source of data A person who sends computer data or electronic mail to other by concealing or falsifying the source which causes a nuisance to another’s computer system, shall be liable to a fine not exceeding 100,000 Baht.

Aggravating factors Regarding offences under 5 or 6:

(1) If the offence causes loss to a person, either immediately or later, whether at the same time or not, the offender shall be liable to imprisonment for a term not exceeding ten years or to a fine not exceeding 200,000 Baht; or 

(2) If the act causes loss to computer data or a computer system concerning national security, public safety, national economic security or public services, or is an act is against computer data or a computer system provided for public benefit, the offender shall be liable to imprisonment for a term from three to fifteen years and to a fine from 60,000 to 300,000 Baht.

If an offence under (2) causes the death of a person, the offender shall be liable to imprisonment from 10 to 20 years. 

Sale or distribution of programmes designed to commit offences A person who sells or distributes a programme developed so as to be a tool to commit an offence under 1-7 above, shall be liable to imprisonment for one year or a fine not exceeding 12,000 Baht or both.

Offences relating to entering of false data A person who commits any of the following acts: 

(1) entering false data into a computer system, regardless of whether it is wholly or partly untrue, which may cause loss to others;

(2) Entering false data into a computer system, which may damage national security or public panic;

(3) entering data into a computer system, which is an offence concerning the security of the country or terrorism under the Criminal Code;

(4) entering data into a computer system, which is obscene and is publicly accessible;

(5) distributing or forwarding data that is data under (1), (2), (3) or (4) above;

shall be liable to imprisonment for five years or a fine not exceeding 100,000 Baht or both.

Offences by service providers Where a service provider intentionally supports or allows the commission of any of offence (1) to (5) above in computer system under his control, it shall be liable to the same penalty as the offender under the same section.

Criminal defamation A person who enters into a publicly accessible computer system, any data showing a person’s image such that it can be accessed by the public, and such picture has been created, edited, added to or modified by electronic or other means, such that the person may be defamed, insulted, exposed to hatred or embarrassment, shall be liable to imprisonment for three years or a fine not exceeding 60,000 Baht or to both. If such action is a data entry made in good faith, such person is not guilty.

Transnational criminal aspect Where a person commits an offence under the Act outside Thailand and;

(1) such offender is a Thai and the government of the country in which the crime occurred or the injured person requests punishment;

(2) such offender is a foreigner and the Thai government or a Thai is an injured person and he requests punishment;

then the offender may be punished in Thailand.

Investigatory powers Officials are given widespread powers to make enquiries, summon a person for questioning, demand documents, computer data, and other evidence if they believe an offence has been committed. Service providers are also subject to powers of investigation. Powers to decrypt data, order the decryption of data or to seize computers are also granted. Officials can apply to a court for the issue of a warrant for such purposes. Seized data or property can be retained for 30 days, extendable for a further 30 days by further application to the Court.  

Where the offence is distributing data which may affect the security of Thailand or is contrary to public order or good morals, officials may apply to the Court for the issue of a suppression order to prevent distribution of such data.

Powers to prohibit sale or distribution of certain programmes If an official finds that any computer data has unsuitable features, he/she may apply to a court for an order to prohibit sale or distribution of such programme. Unsuitable features means a programme that causes data or a system to be damaged, destroyed, changed or added to, disrupted or to fail to perform as specified, or any other cause as stipulated in regulations, excluding programmes for protection or correction of such programme, as publicized in the regulations.

Obligations of service providers Service providers must maintain computer traffic records for not less than 90 days from the date of data entry in a computer system. If necessary, an official may order retention for longer than 90 days but less than one year. A service provider must maintain a user’s data so as to identify a user from the beginning of service and maintain the data for a term not less than 90 days from the date of service termination. A service provider who offends against these requirements is liable to a fine not exceeding 500,000 Baht.

Failure to comply with a Court or official orders A person who fails to comply with certain Court or official orders under the Act is liable to a fine not exceeding 200,000 Baht and to a daily fine not exceeding 5,000 Baht until compliance is effected.

Comment It is rather disappointing that this Act could not have been prefaced with a general statement as to the freedom of the individual to access and transfer information by electronic means. Some of the offences are drafted in very wide and general terms. The investigatory powers given to officials are wide and sweeping. Will these provisions be used for socially useful purposes such as to deter spammers or reduce pornography, or to harass those who express political dissent or criticise the government?  Only time will tell. We shall have to wait to see how officials exercise their duties under this Act, and how the courts will interpret these offences in practice. 
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